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A B S T R A C T      

 
The rapid digitalisation of the economy and public administration under the "Digital Kazakhstan" 
program has been accompanied by the growing use of digital technologies by organised criminal groups, 

which threatens peace, justice, and strong institutions (SDG 16), as well as digital infrastructure (SDG 

9). Despite growing scholarly attention, no systematic comparative analysis of Kazakhstan's cybercrime 

legislation against international frameworks has been conducted. This study examines the compliance 

of Kazakhstan's legislative and institutional system for combating cybercrime with international 

standards, primarily the Budapest Convention on Cybercrime, in order to identify regulatory and 

institutional gaps. The study employs normative legal research and a structured comparative legal 
analysis of Articles 272–274 of the Criminal Code of Kazakhstan against the legislation of Estonia, 

Poland and Turkey, using national legislation, international legal acts, official statistics of the Ministry 

of Internal Affairs of the Republic of Kazakhstan for 2020–2023, and peer-reviewed publications indexed 

in Scopus and Web of Science. The results show that registered cybercrimes increased from 2,130 in 

2020 to 5,120 in 2022 (a 2.4-fold increase), cryptocurrency-related offences rose from 110 to 922, only 

27% of cyber incidents are officially recorded, the share of cases reaching court fell from 34% to 27.7%, 

and only 18% of law enforcement officers have digital forensics training. The findings suggest that 

Kazakhstan's cybercrime legislation is fragmented and only partially harmonised with the Budapest 
Convention, particularly regarding the definition of cybercrime, organised cybercrime, cryptocurrency 

regulation, access to electronic evidence and international cooperation, and that its capacity for 

accountable and effective law enforcement remains substantially weaker than that of Estonia and 

Poland. 

 
 

© 2026 by the authors. Licensee CRIBFB, USA. This open-access article is distributed under the 
terms and conditions of the Creative Commons Attribution (CC BY) license 
(http://creativecommons.org/licenses/by/4.0).  

            

       

INTRODUCTION 

The rapid development of digital technologies has significantly transformed the criminal environment, leading to the growth 

of cybercrime at the global and national levels and creating new risks for peace, justice and strong institutions (SDG 16). 

According to international organizations, annual losses from cybercrime worldwide exceed 8 trillion USD, indicating the 

systemic nature of threats to economies and public administration (United Nations Office on Drugs and Crime, 2024). In 

Kazakhstan, the dynamics of cybercrime also show steady growth: 2,130 offences in the field of information technology 

were registered in 2020, 3,564 in 2021, and 5,120 in 2022 (National Cyber Security Index, 2025). At the same time, 

cybercrime latency remains high. According to estimates of the Ministry of Internal Affairs of the Republic of Kazakhstan, 

only about 27% of incidents are officially recorded, which significantly complicates the formation of an adequate criminal 

policy. Additionally, according to departmental audits, only 18% of law enforcement officers have adequate training in 

digital forensics, which limits the effectiveness of investigations into such crimes (Jilkishiyev & Begaliyev, 2024; Khamit 

et al., 2024). 

Recent studies have documented the widespread use of cryptocurrencies, anonymization tools, phishing and artificial 

intelligence by criminal groups in Kazakhstan and the difficulties that law enforcement and judicial institutions face in 
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responding to them (Bissaliyev et al., 2025; Kambarov et al., 2024; Kyzylkhojaeva, 2024; Shukan et al., 2025; Yerkenov, 

2024; Zhakenov et al., 2024). Despite the growing number of studies on cybercrime in post-Soviet states, there has been no 

systematic comparative legal analysis of the compliance of Kazakhstan's criminal legislation on cybercrime with 

international standards. This primarily concerns the provisions of the Budapest Convention on Cybercrime and the standards 

of states that have already harmonized their legislation with it. This gap is particularly significant given that the national 

program "Digital Kazakhstan" continues to expand the country's digital infrastructure (SDG 9) at a pace that outpaces the 

corresponding development of criminal law and law-enforcement institutional mechanisms. The scientific problem 

addressed in this study is therefore the mismatch between the rapidly evolving digital methods used by organised crime and 

the fragmented, insufficiently harmonised criminal-law and institutional framework for countering them. 

The choice of Poland, Estonia and Turkey as comparative jurisdictions is based on a combination of legal, 

institutional and technological criteria relevant to assessing the effectiveness of cybercrime countermeasures in Kazakhstan. 

Poland and Estonia are states parties to the Budapest Convention on Cybercrime and therefore serve as benchmarks for 

assessing the degree of harmonization of Kazakhstan's legislation with international requirements. In contrast, Turkey 

presents a mixed model of legal regulation. The novelty of the study lies in combining a doctrinal analysis of Articles 272–

274 of the Criminal Code of Kazakhstan with a structured, criterion-based comparative analysis of the legislation of these 

jurisdictions, which represent varying degrees of compliance with the Budapest Convention. This approach makes it possible 

to identify specific, practically applicable regulatory gaps and to contribute both to the theoretical understanding of 

organized crime using digital technologies in post-Soviet legal systems and to the practical improvement of Kazakhstan's 

policy in countering cybercrime, consistent with the objective of building effective, accountable and inclusive institutions 

under SDG 16. 

This study aims to identify regulatory and institutional gaps in Kazakhstan's system for combating digitally enabled 

organized crime through a comparative legal analysis of the Budapest Convention on Cybercrime and the legislation of 

Estonia, Poland, and Turkey. Methodologically, the study relies on normative legal research and a structured comparative 

legal analysis based on defined criteria, supported by official statistics of the Ministry of Internal Affairs of the Republic of 

Kazakhstan for 2020–2023 and by peer-reviewed literature indexed in Scopus and Web of Science. 

The remainder of the article is structured as follows. The literature review analyses previous research on digital 

criminology, the institutional and legal challenges of investigating cybercrime, and the study's theoretical framework, and 

formulates its purpose and research questions. The materials and methods section describes the sources, the comparative 

criteria and the analytical procedure. The results section presents the technologies used by criminal groups, the dynamics of 

cybercrime in Kazakhstan, the identified enforcement problems, the comparative legal analysis and the drawbacks of the 

national legislative framework. The discussion compares the findings with those of previous studies, and the conclusions 

summarise the contribution, implications, limitations and directions for future research. 

 

LITERATURE REVIEW 

As part of the national program "Digital Kazakhstan," large-scale implementation of digital solutions is underway across 

various spheres of public life: e-government, digital healthcare, financial services, and education. Thus, digital technologies 

have introduced a new level of complexity to criminal activity. The system of law enforcement agencies and judicial 

institutions is not always ready to respond to digital threats (Yerkenov, 2024; Zhakenov et al., 2024).  

Modern criminals are increasingly using the latest digital tools to commit crimes. The study by Stratton et al. (2017) 

analysed the formulation of the distinct concept of "digital criminology" as a specific scientific field that studies criminal 

behaviour in the context of rapid digitalisation. Nikkel (2020) also demonstrated similar dynamics, examining existing 

mechanisms for the abuse of the latest financial technologies (FinTech) by criminals and identifying important innovations 

in approaches to digital forensics. This topic is also relevant to Nosál's (2023) research, which examined the impact of 

artificial intelligence, blockchain technologies, and autonomous systems on the emergence of new forms of organized crime. 

Asli (2023) highlighted the importance of new types of digital crimes, demonstrating the evolution of criminology in the 

21st century. 

Institutional and legal systems do not always keep pace with technological developments, which creates significant 

challenges for investigating cybercrime. The study by Jilkishiyev and Begaliyev (2024) outlines key problems in 

investigating IT crimes in Kazakhstan, including a lack of technical training for personnel, inconsistencies in the regulatory 

framework, and insufficient integration of international experience. Kambarov et al. (2024) focused on preventive measures 

to reduce crimes in the field of informatization. The issue of legal regulation in the digital sphere is also highlighted in the 

study by Alzhankulova et al. (2022), which emphasizes certain legal drawbacks in the protection of copyright and related 

rights in the Republic of Kazakhstan. On the other hand, Ibrayeva et al. (2025), building on this issue, examined the impact 

of social networks on judicial practice, focusing on publicity, emotional interaction, and changes in legal processes. 

Grabosky et al. (2018) provided a broad overview of changes in crime and crime control strategies in the digital age (based 

on an analysis of existing experiences in the EU, the US, and Asia). Lasagni's (2023) study, which investigated the 

digitization of criminal proceedings in Italy, is also important. In particular, the author highlighted the use of electronic 

evidence and dedicated digital platforms for organizing judicial proceedings. Oderiy et al. (2024) highlighted the extent to 

which EU legal policy influences efforts to combat specific types of transnational crime, including cybercrime. When 

comparing the experiences of different countries, the research by Bissaliyev et al. (2025) is extremely important. They traced 

the use of different approaches in China, the EU, and Kazakhstan to protect personal data in the digital space, emphasizing 

the important role of AI in combating crime. Kyzylkhojaeva (2024) also made an important contribution by researching 

international organisations' positions on the role of AI in criminal justice and proposing specific areas for harmonising global 

approaches. 
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To go beyond the descriptive analysis of criminal groups' use of digital technologies in Kazakhstan, this study applies 

a theoretical framework grounded in cybercriminology and digital governance. These approaches make it possible to 

understand the role of technological transformations in the emergence of new criminal opportunities, as well as the criminal 

justice system's ability to respond to the challenges of the digital age. Cybercriminology is a branch of criminology that 

studies crimes in the digital environment (Sysoyev et al., 2020). In a digital sense, this theory helps to explain the impact of 

the growth of citizens' online activity, insufficient digital literacy, weak technical protection and the availability of malicious 

software on the spread of cybercrime in Kazakhstan (Khamit et al., 2024).  

The analysis of the scientific sources has shown that, despite the growing number of publications on the use of digital 

technologies by criminals, the existing studies are predominantly descriptive, focus on individual technologies or individual 

countries, and do not offer a criterion-based comparison of Kazakhstan's cybercrime legislation with the Budapest 

Convention and with the legislation of states that have implemented it. Contradictions also remain in the assessment of 

institutional capacity: while some authors emphasize preventive and legislative measures (Kambarov et al., 2024; Yerkenov, 

2024), others point to the persistent latency of cybercrime, the shortage of digital competencies and the low level of 

interagency cooperation (Jilkishiyev & Begaliyev, 2024; Khamit et al., 2024). These unresolved issues justify continuing 

research in this area and determining the specific direction of the present study. 

Accordingly, the purpose of the study is to conduct a comparative legal analysis of the legislative and institutional 

system for combating cybercrime in the Republic of Kazakhstan against international standards to identify regulatory and 

institutional gaps and to justify a set of legal, institutional and technical measures aimed at strengthening the capacity of law 

enforcement agencies to combat organized crime using digital technologies. To achieve this purpose, the following research 

questions are formulated: 

RQ1: How do Articles 272–274 of the Criminal Code of Kazakhstan regulate digitally-enabled organized crime, and 

what legal gaps can be identified in comparison with the legislative framework of Poland, Turkey and Estonia and the 

provisions of the Budapest Convention on Cybercrime? 

RQ2: What institutional barriers (including limited digital forensic capacity, inter-agency fragmentation, and low 

reporting rates) hinder the effective enforcement of cybercrime legislation in Kazakhstan, and how are similar challenges 

addressed in Estonia? 

RQ3: What specific legislative and institutional reforms are required to align the cybercrime framework of 

Kazakhstan with international standards, particularly the Budapest Convention on Cybercrime? 

 

MATERIALS AND METHODS 

The study is based on a normative and legal methodology, combined with comparative legal analysis, to examine the use of 

digital technologies by organized crime groups in Kazakhstan and the related challenges for the criminal justice system. The 

normative and legal methodology is based on an analysis of current legal norms, in particular Articles 272–274 of the 

Criminal Code, with respect to their internal consistency and compliance with international standards, primarily the 

Budapest Convention on Cybercrime. 

The study relies on three main groups of sources. First, the national legislation of Kazakhstan was analyzed: the 

Criminal Code (Articles 272–274) (Republic of Kazakhstan, 2025) and the Criminal Procedure Code. Second, attention was 

paid to international legal acts, primarily the Budapest Convention on Cybercrime, as well as relevant European regulatory 

documents, particularly the EU Cybersecurity Act (European Parliament and Council of the European Union, 2019), and 

ENISA recommendations, which define cybersecurity standards, digital risk regulation, and international cooperation. 

Third, official reports and statistical materials of the Ministry of Internal Affairs of the Republic of Kazakhstan for 2020–

2023 were used. The scientific basis consisted of peer-reviewed publications indexed in Scopus and Web of Science. For 

comparative analysis, the legislation of Estonia, Poland and Turkey was used. 

The study used a structured comparative legal analysis based on eight criteria, which ensured the systematicity and 

comparability of the results: (1) the legal definition of cybercrime and the level of regulatory specification of acts related to 

the use of digital technologies; (2) the scope of provisions addressing organized cybercrime; (3) the regulation of 

cryptocurrencies; (4) digital forensics powers and the procedural rules on the collection and admissibility of electronic 

evidence; (5) cross-border cooperation mechanisms; (6) the penalty framework, including the proportionality and 

differentiation of sanctions; (7) the regulation of artificial intelligence and deepfake technologies; and (8) the status of 

implementation of the Budapest Convention. For each criterion, the level of compliance with the Budapest Convention was 

assessed on an ordinal scale (low/limited, partial/moderate, high/full). Applying the same criteria across jurisdictions 

ensured comparability of results and enabled identification of key regulatory and institutional gaps in the system for 

combating cybercrime. The strength of this design is that it combines doctrinal analysis of national norms with an explicit, 

replicable comparative matrix; its main weakness is its reliance on secondary sources and publicly available statistics, 

without access to closed case materials. 

 

RESULTS 

Given the rapid development of digital technologies, participants in information legal relations are increasingly encountering 

cybercriminals, posing a serious threat to them, as attackers can gain access to private information, personal data, and 

financial resources (Runciman, 2020). In view of this, countering such crimes is extremely difficult and requires a deep 

understanding of technologies, methods, and the specifics of the procedure for bringing perpetrators to justice. Information 

technology is defined as the means, methods, and technologies used to collect, process, store, transmit, and use information 

(UN System Chief Executives Board for Coordination, 2025) (see Table 1). 
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Table 1. The impact of digitalization on criminal activity 

 
Technology Applications Legislative regulation Case example 

Using 

Cryptocurrencies 

(Bitcoin, Monero) 

Money laundering, evasion of 

financial monitoring by the 

banking sector 

Partly regulated by Articles 218, 262 of the 

Criminal Code of the Republic of 

Kazakhstan (money laundering, activities of 
organized criminal groups) 

Trading via P2P exchanges without 

user verification 

Darknet 

Possibilities 

Illegal trafficking in drugs, 

weapons, pornographic 

materials, piracy of licensed 
content 

Lack of a separate definition in the Criminal 

Code. There are only general norms on the 

circulation and the sale of drug substances. 

Hosting web stores on the TOR 

network for the sale of drugs 

Using VPN and 

TOR 

Anonymization of digital traffic, 

evasion of detection of criminal 

activity 

Partly Article 274 of the Criminal Code. 

VPN blocking is absent  

Possibility of anonymous hacker 

attacks with IP hiding 

Using Phishing and 

Social Engineering 

Theft of bank data, access to 

social media accounts 

Article 190 of the Criminal Code of the 

Republic of Kazakhstan (fraud); There are 

no specific articles on cyber fraud 

Sending fake messages with phishing 

links, requests on behalf of the bank 

demanding to recall the PIN code 

Sources: Shukan et al. (2025); Yerjanov et al. (2018) 

 

The use of official reports from the Ministry of Internal Affairs of the Republic of Kazakhstan, the Financial 

Monitoring Agency, and analytics from the ITU and Interpol made it possible to identify dynamic changes in cybercrime 

(see Table 2 and Figure 1).  

 

Table 2. Dynamics of cybercrime in the Republic of Kazakhstan 

 
Year Total N of 

cybercrimes 

N with 

cryptocurrency 

% of cases in 

court 

N of 

convictions 

Relapse 

2020 2,130 110 34% 211 17 

2021 3,564 391 28% 330 45 

2022 5,120 922 27.7% 472 71 

Source: UN System Chief Executives Board for Coordination (2025) 

 

 
 

Figure 1. Dynamics of cybercrime in the Republic of Kazakhstan (2023) 

 

In the context of investigating crimes in the field of information technology in the Republic of Kazakhstan, there are 

tangible problems. In particular, the problems identified from official reports and departmental audits are summarised in 

Table 3. 

 

Table 3. Problems in legal counteraction to modern cybercrimes 

 
Challenge Description Statistical or legal basis 

Latency to cybercrime Only 27% of incidents are officially 

recorded, as victims of cyber fraud 
rarely contact the police. 

The data from the Ministry of Internal Affairs of the Republic of 

Kazakhstan for 2023 

Lack of technical 

infrastructure 

The lack of licensed software for 

decrypting or analyzing traffic, the 
use of outdated equipment 

The budgets of the relevant structures provide funds only for the 

renewal of technical equipment, while funding for the purchase of 
the latest equipment is almost nonexistent. 

Low level of acquired digital 

competencies 

Only 18% of law enforcement 

officers have the appropriate level of 

training in digital forensics. 

Internal audit of the Ministry of Internal Affairs, 2023 

Difficulties of cooperation at 

the international level 

The lack of established interaction at 

the level of foreign institutions during 

requests for legal assistance 

The report of the Prosecutor General's Office of the Republic of 

Kazakhstan, 2022 

 

6487

1621 1895
580 102

TOTAL NUMBER OF 
REGISTERED 

CYBERCRIMES

AMOUNT WITH 
CRYPTOCURRENCY

PERCENTAGE OF 
CASES IN COURT (29%)

NUMBER OF 
CONVICTIONS

RELAPSE
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The spread of digital assets, including cryptocurrencies and NFTs, which are not linked to any country's financial 

system, allows criminals to remain "in the shadows," inaccessible to state financial regulators. A comparative legal analysis 

of the current Criminal Code of the Republic of Kazakhstan, the Criminal Procedure Code of the Republic of Kazakhstan, 

and the Budapest Convention identified regulatory drawbacks. Thus, it is important to compare Kazakhstan's experience 

with that of other countries (See Table 4). 

 

Table 4. Comparative legal analysis of cybercrime regulation   

 
Comparison 

criterion 

Kazakhstan Estonia Poland Turkey Compliance with Budapest 

Convention 

Legal definition of 

cybercrime 

Arts. 272–274 CC: 

general provisions 
on unauthorized 

access, malware, 

system interference; 

no unified definition 

Penal Code: 

explicit 
criminalization 

of illegal 

access, data 

interference, 

system 

interference 

Arts. 267–269b 

CC: detailed 
provisions on 

unlawful access, 

interference, and 

fraud 

Arts. 243–245 

TCC: regulates IT 
crimes but with 

limited 

differentiation 

Partial (Kazakhstan), High (Estonia, 

Poland), Moderate (Turkey) 

Scope of organized 

cybercrime 

provisions 

No specific 

provisions 

addressing organized 
cyber groups in 

digital context 

Organized 

crime 

provisions 
extend to cyber 

offences 

Includes organized 

cyber fraud and 

group liability 

General organized 

crime norms 

applied to cyber 
offences 

Limited (Kazakhstan), Strong 

(Estonia, Poland), Moderate (Turkey) 

Cryptocurrency 

regulation 

No clear legal 
definition; indirect 

regulation via 

financial crime 
provisions 

Recognized in 
AML 

frameworks; 

linked to 
cybercrime 

investigations 

Regulated within 
financial and AML 

legislation 

Limited 
regulation; partial 

recognition 

Low (Kazakhstan, Turkey), High 
(Estonia, Poland) 

Digital forensics 

powers 

No detailed 

procedural rules for 

digital evidence 

(CPC gaps) 

Clear 

procedures for 

collection and 

admissibility of 

digital 
evidence 

Detailed 

procedural 

framework for 

digital evidence 

Partial procedural 

regulation 

Limited (Kazakhstan), High (Estonia, 

Poland), Moderate (Turkey) 

Cross-border 

cooperation 

mechanisms 

Weak institutional 

coordination; limited 
practice 

Active 

participation in 
EU and 

international 

cooperation 
mechanisms 

Strong 

cooperation within 
EU legal 

framework 

Formal 

mechanisms exist 
but limited 

effectiveness 

Low (Kazakhstan), High (Estonia, 

Poland), Moderate (Turkey) 

Penalty framework General sanctions; 

limited 

differentiation by 
severity or 

technology used 

Differentiated 

penalties based 

on type of 
cyber offence 

Proportional 

sanctions 

including 
aggravated forms 

Moderate 

sanctions with 

limited 
differentiation 

Partial (Kazakhstan), High (Estonia, 

Poland), Moderate (Turkey) 

AI / Deepfake 

regulation 

No legal definition 
or criminalization 

Emerging 
regulation 

within digital 

governance 
framework 

Limited but 
developing 

regulation 

No specific 
regulation 

Low (Kazakhstan, Turkey), Moderate 
(Estonia, Poland) 

Status of the 

Budapest 

Convention 

Not fully aligned; 

partial 
harmonization 

Full 

implementatio
n 

Full 

implementation 

Party with partial 

implementation 

Partial (Kazakhstan, Turkey), Full 

(Estonia, Poland) 

 

The comparative analysis showed that the regulation of cybercrime in Kazakhstan was less developed than in Estonia 

and Poland, particularly in terms of regulatory detail and consistency with the Budapest Convention on Cybercrime. First, 

Articles 272–274 of the Criminal Code of Kazakhstan established liability for basic cybercrimes but did not provide a 

comprehensive definition of cybercrime or differentiate offences by technological complexity. In contrast, the legislation of 

Estonia and Poland provided for detailed criminalization – such an approach was in line with international standards. 

Second, Kazakhstan's legislation did not account for the specifics of organized groups' activities in the digital environment. 

In contrast, in Poland and Estonia, the relevant norms had long been integrated into cybercrime regulation. These results 

answer RQ1, while the enforcement problems in Table 3 answer RQ2. A further gap concerns digital identity, which 

involves collecting digital data that identifies a person or organization in a digital environment. From a legal point of view, 

digital identity includes data that can be used to authenticate and confirm a person in legal relations. According to the Law 

of the Republic of Kazakhstan "On Electronic Document Management", digital identity is recognized as a means of 

electronic identification. This forms the basis for the legitimate conclusion of electronic contracts and the execution of 

legally significant actions. 
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Table 5. The drawbacks in the legislative framework of the Republic of Kazakhstan 

 
Norm/concept Problem Comment 

Cryptocurrency The lack of a specific legal definition of such a 

concept in the Law "On Payment Systems and 

Transfers" 

There is a need to use a separate provision of the 

Criminal Code to criminalize the financing of crime 

through cryptocurrencies. 

Collection of digital evidence The lack of a definition of a separate form, conditions 

of storage and acceptance for consideration. 

The Criminal Procedure Code of the Republic of 

Kazakhstan contains only some general rules for 

collecting material evidence (Article 113) 

Phishing  The lack of a separate element of the crime, limitation 
of the definition to general fraud 

In some European countries (France, Germany) a 
separate criminalization has been introduced. 

Digital identity (the collection of 

digital data that identifies a 

person or organization in a digital 

environment) 

Deepfake (video or audio material 

created using artificial 

intelligence) 

The legislation does not define the signs of the use of 

AI, digital identity or deepfake (material created 
using artificial intelligence that faithfully imitates the 

voice or appearance of a specific person for  

deception) 

The legislative framework does not control the risks 
of using AI systems for criminal purposes 

 

All the above-mentioned drawbacks (Table 5) potentially contribute to the growth of the shadow economy, increased 

corruption and economic destabilization in Kazakhstan, and they define the areas in which legislative and institutional 

reform is required (RQ3). 

 

DISCUSSIONS 

The results of the study provide direct answers to the three research questions. Regarding RQ1, Articles 272–274 of the 

Criminal Code of Kazakhstan establish liability for basic cybercrimes but lack a unified definition of cybercrime, specific 

provisions on organized cyber groups and differentiated sanctions, which places Kazakhstan below Estonia and Poland and 

close to Turkey in terms of compliance with the Budapest Convention. Regarding RQ2, the main institutional barriers are 

the high latency in recording cybercrime incidents (only 27% of incidents recorded), the shortage of digital forensic capacity 

(18% of officers trained), fragmented interagency interaction, and weak international cooperation. About RQ3, the required 

reforms concern the conceptual framework of criminal legislation, the procedural regime for electronic evidence, the 

regulation of cryptocurrencies and AI-enabled offences, and the institutional capacity of law enforcement agencies. In 

particular, the results pointed to the widespread use of digital technologies by criminal groups, ranging from 

cryptocurrencies to artificial intelligence. This is consistent with findings from reports by Europol, the UN, and other 

organizations, which point to the active use of the darknet, VPNs, phishing, and cryptocurrencies (UN System Chief 

Executives Board for Coordination, 2025). Some documents also indicate that more than half of organized groups use digital 

technologies to coordinate their criminal activities (United Nations Office on Drugs and Crime, 2024). The problems 

identified in the reports of the Ministry of Internal Affairs of the Republic of Kazakhstan can also be confirmed in scientific 

literature (Ministry of Internal Affairs of the Republic of Kazakhstan, 2019). According to some studies, one of the weakest 

points in the fight against cybercrime in post-Soviet countries is the low level of interagency cooperation (Artemchuk et al., 

2024; Kalguzhinova et al., 2023). These data coincide with the results of the study. 

The results of the study confirmed that cryptocurrencies, the darknet, VPNs, phishing, and social engineering 

methods are actively used in Kazakhstan. This is fully consistent with literary sources and works that emphasise the 

decentralised nature of digital platforms as environments conducive to criminal activity. According to the Financial 

Monitoring Agency of the Republic of Kazakhstan, more than 400 suspicious virtual-asset transactions were recorded in 

2022. Only a small number of suspicious cryptocurrency transactions are followed up with investigations or criminal 

proceedings. This means that most cybercrimes go unpunished (Kakeshov & Beishembek, 2022). A similar trend was found 

in studies by authors who emphasize that the detection rate of digital crimes in post-Soviet countries is low (Riepina et al., 

2019; Smailov et al., 2021). 

Despite the existence of the Information Security Incident Response Centre, most police and prosecution departments 

lack access to specialized digital tools. As the study showed, relying solely on basic analysis tools (MS Excel, Google Docs) 

to structure the evidence base indicates a lack of infrastructure for full-fledged digital forensics. Other researchers have also 

noted a lack of tools for applying OSINT/AI to automatically analyze digital traces (Alzhankulova et al., 2022). Comparative 

analysis with other countries, including the USA and Italy, indicates that effective counteraction to cybercrime is possible 

only with the availability of software complexes of Palantir, Maltego, GraphSense, and others, which are not available to 

Kazakhstani law enforcement agencies (Ramirez, 2022). This situation highlights the importance of aligning Kazakhstan's 

cybercrime policies with international frameworks such as the Budapest Convention on Cybercrime, which emphasises 

international cooperation, procedural law instruments, and harmonised definitions of cyber offences (Amanbayeva et al., 

2022). Additionally, the EU Cybersecurity Act sets standards for cybersecurity capabilities and certification mechanisms 

that could serve as models for improving Kazakhstan's institutional and technical infrastructure in combating digital crimes. 

The lack of cryptanalysis experts or specialists in the collection of electronic evidence makes it impossible to effectively 

document criminal activity in the digital environment (Di Nicola, 2022; Kryvoshein, 2023). Against this backdrop, the 

fragmentation of institutional interaction also stands out. The lack of a single register of cyber incidents, fragmented 

databases, and limited interagency information sharing create a situation where one agency may be unaware of a crime that 

another is already investigating (Gaile et al., 2020). Criminal cases may lose their evidentiary basis due to untimely 

interagency communication. In EU countries, the EC3 network has been established under the auspices of Europol to address 

this issue and coordinate cyber investigations among member states. The lack of a definition of phishing and digital identity 
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contradicts the OECD recommendations, which highlight the need for adaptive criminal law (Fehr, 2019). Taken together, 

the comparison shows that the gaps identified in Kazakhstan are not unique to it but are characteristic of post-Soviet legal 

systems in which digital infrastructure has developed faster than criminal-law regulation; at the same time, the experience 

of Estonia and Poland demonstrates that full implementation of the Budapest Convention, combined with investment in 

forensic capacity and interagency coordination, produces measurably stronger institutions in line with SDG 16. 

 

CONCLUSIONS 

This study aimed to identify regulatory and institutional gaps in Kazakhstan's system for combating the use of digital 

technologies by organized criminal groups through a comparative legal analysis against the Budapest Convention on 

Cybercrime and the legislation of Estonia, Poland, and Turkey. It was found that the use of digital technologies by organised 

criminal groups poses a significant threat to Kazakhstan, and stable trends in the use of such tools were identified 

(cryptocurrencies, darknet capabilities, anonymisation technologies (VPN, TOR), phishing, social engineering, artificial 

intelligence technologies and deepfakes). Registered cybercrimes increased 2.4-fold between 2020 and 2022, while the share 

of cases reaching court declined. 

The main problems in combating modern cybercrime were associated with high latency, insufficient technical 

support, low levels of digital competencies among law enforcement agencies, fragmentation of the institutional system, and 

limited international cooperation. The study's unique contribution is a criterion-based comparative matrix that positions 

Kazakhstan's legislation against the Budapest Convention and against jurisdictions with varying degrees of implementation, 

thereby extending the cybercriminology and digital governance literature to a post-Soviet context. The practical significance 

of the study lies in a comprehensive analysis of current cybercrime challenges in Kazakhstan and the justification of 

strategies for overcoming them. 

On this basis, the following recommendations are proposed. Legal recommendations: a universal, detailed conceptual 

framework should be established in criminal legislation to classify crimes related to the use of digital technologies clearly, 

and a separate law on the regulation of cryptocurrencies and the combating of cybercrime should be enacted to meet the 

modern challenges of the digital economy. Institutional recommendations: specialized units should be established within 

law enforcement agencies to investigate information technology crimes, and law enforcement officers' skills should be 

enhanced through systematic training and retraining that address the latest digital threats. Technical recommendations: 

investments in cybersecurity should be increased to strengthen technical support for law enforcement agencies. These 

measures are directly aimed at strengthening institutional capacity and therefore contribute to Sustainable Development 

Goal 16 – ensuring peace and justice and building effective, accountable and resilient institutions – and to the secure 

development of digital infrastructure under SDG 9. 

The study has certain limitations. Only secondary sources were used, and there was no access to closed statistical 

materials or case files; the ability to verify the effectiveness of specific measures taken by law enforcement agencies was 

therefore limited. The study also focuses mainly on Kazakhstan, so no broader regional analysis has been conducted. Future 

research should assess the effectiveness of legislative changes in combating cybercrime, extend the comparative analysis to 

other Central Asian and post-Soviet jurisdictions, and empirically examine, using primary data, how digital forensic capacity 

and interagency coordination affect the detection and prosecution of digitally enabled organized crime. 
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